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IMpeaynpexaeHne KOMIbLITEPHOH NMPEeCTYNNHOCTH B Poccuiickoun
Degepanyu: UHTETPATUBHBIN M KOMILVIEKCHBIN MOIX0/bI

AHHOTAUMSA: AKTYaqbHOCTb JIaHHOTO HAyYHOTO HUCCIEAOBaHHUS OOYCIOBJICHA
TEM, 4YTO KOMIIBIOTEpPHAsA NPECTYIIHOCTh HAHOCUT  KOJOCCAJIBbHBIM  BpEX
MOJINTUYECKON,  COIMATbHO-3KOHOMUYECKOW ©  WHGOPMAIMOHHONW  cdepam
Poccuiickoit @enepariuu, IpUUIUHSS OTPOMHBIN MaTepHaIbHBIN yiiepo.

[lenpr0 HAy4YHOU CTaThU ABJISETCA AHAIN3 COBPEMEHHBIX HAYYHBIX MOJIXOJOB K
MPEAYNPEKICHUIO KOMIIBIOTEPHOM MpecTynmHOCTU B Poccuiickon @Deneparuu u
BbIpaOboTKa A(h(PEKTUBHOTO KOMIUIEKCA MPEBEHTUBHBIX MEp ISl MPOTUBOACHCTBUS
KOMITBIOTEPHBIM NpeCTyIUICHUSIM. [l0 MHEHHMIO aBTOPOB, LEIBIO MPEAYNPEKICHUS
KOMITBIOTEPHOU MPECTYMHOCTH BBICTyMaeT oOecneueHue B Poccuiickoit denepannu
HEOOXOJMMBIX YCIOBHM ISl 0€301aCHOT0 CO3/1aHus, 00pabOTKH U paclpoCTPaHEHUs
KOMITBIOTEpHOW  MH(pOpMaIuu, a TakkKe HOPMAIBbHOTO (DYHKIIMOHMPOBAHUS
KOMITBIOTEPHBIX YCTPOUCTB U UHPOPMAIIMOHHO-TEIEKOMMYHHUKAITUOHHBIX CETEH.

C y4eToM METOJI0J0TMYECKOr0 MOAX0Aa KPUMUHOJIOTUYECKON HAYKU aBTOpaMu
BBIJICJICHBI MEpbl OOl NPEBEHUMH U CIHEUUAIbHBIE MPEBEHTUBHBIE MEPHI IO
OTHOIIEHHKD K KOMIIBIOTEPHOW TMpecTynHocTH. K  choemnuanbHbIM — Mepam
MPEIYNPEKICHUSI  KOMIBIOTEPHBIX  MPECTYIUICHUH  NPEIaraercsi  OTHECTH:
COBEPIICHCTBOBAHUE JICMCTBYIOWIETO YTOJOBHOTO, YTOJIOBHO-IIPOLIECCYAIBHOTO H
MH(OPMAITMOHHOTO 3aKOHOJATENhCTBA; COBEPIICHCTBOBAHUE CYACOHOW MPAKTHKU;
MOATOTOBKY B 00pa30BaTENbHBIX YUYPEKICHUAX HEOOXOAMMOT0 KOJIMYECTBA
CHenuainucToB B chepe 3ammThl nHbopmalmm; co3aanue B Byzax u HUM nayuno-
HCCJIEIOBATENHCKUX JabopaTopuil Mo pa3paboTKe MPOrpaMMHO-aNNapaTHBIX CHCTEM
KOMIBIOTEPHOW 3alllUTHI; 3aKpeIyieHue B TPYJAOBBIX JOTOBOpax (KOHTPAKTaX)
MOJIOKEHUM O  IOPUJIMYECKOM  OTBETCTBEHHOCTHM  JIMI 33  pa3MJIallleHUE
KOH(DHMICHIIMABHBIX CBEICHUM O CHCTEME 3allUThl CIY>KeOHOM HHpOpMaluu;
NOCTOSTHHBIA KOHTPOJIb PYKOBOAMTENECH 3a YCTAaHOBKOW M OOHOBJIEHHEM CHCTEM
KOMIIBIOTEPHOW 3alllUThl B TOCYIAPCTBEHHBIX U MYHHUILMMNAIbHBIX OpraHU3alusX;
cozganne B Poccuiickorn denepann HAIMOHAIBHOW OMEPALMOHHOM CUCTEMBI JIS
KOMITBIOTEPHBIX ~ YCTPOMCTB, a TakKe CHUCTeMbl (UKCAIMU, WACHTUPUKAIUN
npecTyryieHuid B cdepe KOMIOBIOTEpHOM HWHGOPMAIUU U KOMIIBIOTEPHBIX
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MPECTYITHUKOB; CO3JJaHUE HOBBIX M COBEPIIICHCTBOBAHUE CYIIECTBYIOIIUX METOJIUK
BBISIBJICHUSI KOMITBIOTEPHBIX TPECTYIUICHHA C TIPUBICYCHHUEM CICIHAIUCTOB B
obnactu MHPOPMAIMOHHON Oe3omacHOCTH. [lepedeHpr Mep MO MpeayNpeKISHUIO
KOMIIBIOTEPHON MPECTYIMHOCTH MOXET OBITh PacIIMPEH, HO, BHE BCIKOTO COMHCHHS,
TOJIBKO  WHTETPATHBHBIA W KOMIUIGKCHBIM  TOAXOABI B  NPUMCHCHHH
MPABOOXPAHUTEIBHBIMA OpraHaMH MPOQPMIAKTHICCKAX MEpP MOTYT TIOBBICUTH
ypoBeHb  umH(pOpMarmoHHOW  Oe3zomacHocTH  Poccum w3 deKTHBHOCTH
MPEAYIPEKICHUS KOMITBIOTEPHBIX MPECTYIIIICHUH.

KiroueBble c¢j10Ba. KOMITBIOTEpHAs TPECTYMHOCTh; KHOEPIPECTYIMHOCTH;
WHTEPHET-TIPECTYIMHOCTh;, MPECTYIUICHUS B cdepe KOMMIBIOTEpHON HHDOpMaInu;
KOMITbIOTEPHBIE TTPECTYILIICHUS.

OnHolt M3 COUMANBHBIX MTPOOJEM B COBPEMEHHOM POCCHUHCKOM OOIIECTBE
SBJISIETCS BO3HMKHOBCHHUE U AaKTHUBHOE Pa3BUTHE KOMIIBIOTEPHON MPECTYIHOCTH,
IMPUYUHSAIONIEN KOJIOCCAJIbHBIN BpEl SKOHOMHMYECKOM, MOJMTUYECKOM, KYJIbTYPHOM,
Hay4HOH, oOpa3oBarenbHON U uHopmalmoHHo chepam Poccuiickoit deneparuu.

Bce Oomee axkTyaJlbHbIM CTaHOBUTCS  BONPOC O 3alllUTe€ TpaxiaH,
MYHULUNAIBHBIX U TOCYJAPCTBEHHBIX YUPEKICHUM, MPEANPUATH, OPraHOB BIIACTH
OT HECAHKI[MOHUPOBAHHOTO JIOCTyNa K KOMMBLIOTEPHOU HMHGOPMAIIUU, BPEIOHOCHBIX
KOMITBIOTEPHBIX TPOTPAMM U UHBIX KOMITBIOTEPHBIX YIPO3.

Macmtabbl  ymiepba, NPUYUHAEMOIO KOMIIBIOTEPHBIMH TMPECTYIICHUSIMH,
BIIEUATIISIOT. Tak, MO OIEHKaM aHAJIWTUKOB KomnaHuu Group-IB, oO0bem pbiHKa
kubepnpecrynHoctd B P® B 2012 1. cocraBun 1,93 mupa. mon. [26], a ¢ cepeauHbl
2013 nmo cepeguny 2014 1. B Poccum um CHI' pycckoroBopsimue Xakepsl
«3apabotanm» 2,5 MIPA. 0., 9TO cocTaBiisgeT 2 % oT riao0aJbHOro phiHKa [28].

B cBow ouepens, amepukaHckas Kopropaius Symantec oleHumna ymiep0d ot
kubepnpecrynnoctu B Poccuu B 2013 r. B 1 mapa. non., B 2012 r.— B 1,48 muipg.
noi. Ilpu sToM oOuuii ymep6 ot kubepnpecTynHocTd B mupe B 2013 1. coctaBui
113 mupa. mon. [27].

[To manabpiM uccnenoBanust 2014 Cost of Cyber Crime Study, mpoBemneHHOTO
komranueir Ponemon Institute mnpu mnomnmepkke HP  Enterprise  Security,
CPEIIHEer0I0BOM yIiepO POCCHICKUX OpraHu3aiuii ot kubepnpectyrmieHuit B 2014 r.
nocturaet 3,3 muH. g0a. [30]. Tlo manasiM «JlaGoparopun Kacnepckoro», B mupe
eXKeIHEeBHO TosiBisieTcss 10 70 ThIC. BPENOHOCHBIX mporpamm. Ilpu sTomM 3a
nociaeaHuit rog B 96 % poccuiickux KOMMaHUW (UKCUPOBAIUCH WUHIMACHTHI B
obnactu IT-Oe3omacHoctu. bosblie MONOBUHBI  OMPOILIEHHBIX — CHEIHMAINCTOB
npu3Hamu (pakT TMOTEepH JaHHBIX B pe3yibTaTe 3apaK€HUS KOMITBIOTEPOB
BPEJOHOCHBIM MPOTPaMMHBIM obecrieueHneM. [Ipu 3ToM daiie BCEro WHIMICHTHI B

obnactu IT-Ge3omacHOCTH MPUBOAAT K MOTepe MaHHBIX o Mmiatexax (13 %),
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WHTEJUICKTYalnbHOM coOcTBeHHOCTH (13 %), kmmentckux 6a3 (12 %) u uadopmanmm
o cotpynnukax (12 %) [29].

[ToaToMy B HacTosiiee BpeMsl MPO(UIAKTHKA KOMIBIOTEPHBIX MPECTYIUICHUM
SBJIIETCSI OJIHUM U3 TJIABHBIX HAIpPaBJICHUN NEATEILHOCTH NPaBOOXPAHUTEIbHBIX
OpPraHoB MO 00ecreYeHnI0 MHPOPMAIIMOHHOM O€30MaCHOCTH POCCUIMCKOT0 O0IIEeCTBa.

[IpoBeneHHBI aHAIN3 CHEHUAIBHOM WM HAYYHOW JIMTEPATYPHI IMOKA3bIBAET, YTO
BOMPOCaM  YTOJIOBHO-TIPABOBOI ~ 3aIUTHl  KOMIBIOTEPHOW  HMHOpMAIMH U
IIPOTUBOACUCTBUS KOMIIBIOTEPHBIM IIpecTyruieHussM B Poccuiickon ®enepannu
yaenseTcs IpUCTAIbHOE BHUMAHUE KaK CO CTOPOHBI TOCYAapCTBa, TaK U CO CTOPOHBI
Hay4qHOTO cooOiecTBa [6; 14; 15].

[Io MHEHHIO aBTOPOB, LEIBI0 MPEAYNPEKICHUS KOMIBIOTEPHON NPECTYITHOCTH
BhIcTynaer obOecrieuenne B Poccuiickoit denepanrin HEOOXOAUMBIX YCIOBUU ISt
O0e3omacHOro  co3iaHus, OO0paOOTKM W  PacHpoCTpaHEHUs  KOMIIbIOTEPHOMU
uH(popMalMu, a TakKkKe€ HOPMAJIBHOTO (YHKIMOHUPOBAHUS KOMIIBIOTEPHBIX
YCTPOUCTB U MH(OPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX ceTeil. B cBoro ouepens,
MBI I10JIara€M, 4TO K OCHOBHBIM 3aJadaM IPEBEHUUHU JTaHHOIO BUJA NPECTYIHOCTH
OTHOCHUTCS BbIpaOOTKAa W peanu3alus KOMIUIEKCa MeEp, HallpaBICHHbIX Ha
IIPENOTBpALICHUE:

— NPECTYNHBIX IMOCSTAaTEeIbCTB HA OCHOBBI KOHCTUTYLIHOHHOTO  CTpOS,
00I1IeCTBEHHYIO0 0€30MacHOCTh U 00I1IeCTBEHHBIN MOPsA0K B PD;

— Yrpo3 UH(QOPMAMOHHOW 0€30MacCHOCTH JUYHOCTH, OOIIECTBA, rOCYapCTBa,
T.€. o0ecriedyeHne BO3MOKXHOCTH O€30MacHOTO CO3JaHMs, XpaHEHHUs, 0O0pabOTKU U
nepefayd  BBIIIEYKa3aHHBIMU CYOBEKTaMM IpaBa HE 3alpelieHHOW 3aKOHOM
KOMITbIOTEpPHOU WH(DOpMAITNH;

— HECaHKLIMOHWUPOBAHHBIX JEWCTBUM, HANPABICHHBIX HA YHUYTOXXEHUE,
OokupoBaHue, MOIU(PHUKAINIO, KOMHUPOBAHUE KOMIBIOTEPHOM HHGOPMAIMN WIH
HEUTpaJIM3alMI0 CPEICTB 3alllUThl KOMIBIOTEPHON HHPOpMauuu (U3UYECKUX U
IOPUIUYECKUX JIULL, JTUOO0 YrpO3bl IPUUMHEHUS YKA3aHHbBIX MOCIEACTBUM;

— NPOTUBONPABHBIX JCHCTBUM, HAMpaBICHHBIX HA HApYLIEHUE MPaBUI
OKCIUTyaTallMM CPEJICTB XpaHEeHWs, OOpaOOTKM WM TMepeladd OXpaHseMou
KOMITBIOTEpHOW HH(popManuu JO0 HHOOPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIX
CeTeil 1 OKOHEYHOI0 O0OpYJIOBaHMs, a TaKXKe MPaBHJI JOCTyna K MHPOPMAIMOHHO-
TEJIEKOMMYHHUKALIMOHHBIM CETSIM;

— yrpo3 UHGOPMALMOHHON 0€30MacHOCTH KOMMEPUYECKHX U HEKOMMEPYECKUX
OpraHu3alyii, rOCy/1apCTBEHHBIX (MYHHUIIMIAIBHBIX) OPraHOB BJIACTH, MPEANPUATUN
U YUPEXKJICHHUM, CBI3aHHBIX C 00ECIICYEHUEM PEKUMA TalHbI KOH(UIEHIUATbHON 1H-
dopmaruu (mepcoHaNbHBIX JaHHBIX U MHGOPMAIIMU YACTHOT'O XapaKTepa, CBEICHUH,
MIPEICTABIISIOIINX rOCyJapCTBEHHYIO, CITyKeOHYIO, npodeccruoHanbHyIo,
KOMMEPYECKYIO U UHYIO TailHy);



— HECAHKIMOHWPOBAHHBIX JCHCTBUM, HANpaBJIECHHBIX HAa HApYyIICHHE pPalbOTHI
CPEJIICTB 3alllUThI, XpaHEHUs, 00paOOTKU U Mepeaayl KOMMBbIOTEpHON HH(pOpMaluu
Ha BOCHHBIX, CTPATETMYECKUX U COLUAIBHO 3HAUYUMBIX OOBEKTaX (TPaHCIOPTHBIX,
MIPOMBIILICHHBIX, DHEPreTUYECKHX, Hay4HBIX, 31paBOOXPAHUTEIbHBIX,
o0pa30oBaTeIbHBIX U T.1.);

— HApyIICHUS KOHCTHUTYIMOHHBIX TIpaB TpakJAaH Ha CBOOOIHBIA TIOWCK,
MOJIyYCHHE, TIepeaady, MPOW3BOACTBO U PACTPOCTPAHCHHE WH(OpPMAIUU JIFOOBIM
3aKOHHBIM CITOCOOOM, HEMPUKOCHOBEHHOCTh YAaCTHOM >KM3HU, JIMYHONH M CEMEHHOM
TalHbI, COOCTBEHHOCTH U JIp. [3].

ConepkaHue yKazaHHBIX 3aJlad, 10 HAlIEMy MHEHUIO, MO3BOJIUT OMNPENEIIUTH
KpyT Mep OOIIEero U CrenuagibHOTO XapaKTepa, HalpaBJICHHBIX HA MPEeayIpeKIeHre
KOMITBIOTEPHBIX MPECTYILICHUH.

AHanu3 HAy4YHOW JIUTEPATypbl MO3BOJSET BBIICIUTH CHEAYIOIINE MOAXOIbI K
ocBelleHUI0 NaHHoW mnpooOnematuku. Tak, B.b. BexoB u B.E. Ko3inoB B cBoux
paboTax yKa3bIBalOT TPU OCHOBHBIE TPYIIBI MEP MPEAYNPEKICHUS KOMITBIOTEPHBIX
NPECTYIUIEHUH, a MWMEHHO [PaBOBbIE, OPraHU3alMOHHO- TEXHUYECKUE U
KpUMUHanuctuueckue [1; 8].

biuskoir Toukm 3peHus npuaepxuBaercs E.A. MacnakoBa, M0 MHEHUIO
KOTOPOM MOKHO BBIJICUTh TPU TPYHIbl MEp MNPEAYNPEKIACHUS YKa3aHHBIX
MPECTYIMHBIX JICSTHUM, COCTABIISIOMINX B CBOE€M COBOKYIMHOCTH ILIEJIOCTHYK) CHCTEMY
OOpbObI C OTUM COLMAIBHO OIMACHBIM SBJIGHUEM, a WMEHHO TIPaBOBEIE,
OpraHu3allMOHHbIC U TeXHUYeckue [12, c. 141].

B cBorwo ouepenb, M.M. ManbslkOBIEB HAa3bIBAET MEPHI 3aKOHOAATEIIBHOIO,
TEXHUYECKOTO M  MPaBONPUMEHUTEIBHOTO  XapakTepa, HalpaBJICHHbIE  Ha
NpeAyNpekIeHNEe KOMIIBIOTEPHBIX npectyrenuii [11, c. 157].

C no3unmu T.M. JlonatuHo, cucTeMa Mep NPEAYyNpPEKICHUS KOMIBIOTEPHBIX
MPECTYIUICHUHN JOJKHA OBITh KOMIUIEKCHOW U BKJIFOYATh B Ce0s, C OJHON CTOPOHHI,
OpraHU3alMOHHO-YIIpaBICHYECKUE, TEXHUUYECKHE ((pU3ndyeckue) Mepbl, C JIpyrod —
KaJIpOBBIE (B COUETAHUM C MOPAJIbHO-ATUYECKMMU) U mpaBosbie [10, c. 316].

He mnoxasepras COMHEHHIO MPUBEACHHBIE MO3UIMHU, MOKHO COTJIACUTBHCS C
toukoit 3perus T.M. JlomatuHoM, cCOrimacHO KOTOpOW cucTeMa MPO(HIaKTHIECKUX
Mep, HaIpaBJICHHBIX Ha MPEAYNPEKICHUE KOMIIbIOTEPHBIX MPECTYIICHUM, TOJKHA
HOCHUTh KOMIUIEKCHBIH M MHOTOCTOPOHHUM Xapakrep. Mexay TeM, y4yuTbIBas
METOJIOJIOTUYECKUN TIOAXO0J KPUMHHOJIOTUYECKOW HAYKH, MBI BBIJEISEM MEPHI
oOmieil TpeBeHIMU (HAmpuMep, MOJUTUYECKHUE, HSKOHOMHUYECKHE, COIHaIbHBIE,
HAayYHO-TEXHUYECKHE, TYXOBHO-KYJIbTYPHBIC) U CICIUATIbHbIC MPEBEHTUBHBIC MEPHI
(IpaBOBBIE, JYXOBHO-KYJIbTYPHBIE, OPTaHU3ALMOHHO-YIIPABICHYECKUE, TEXHUUECKUE,
KPUMHUHAJIMCTUYECKUE U AP.).



OOuienpeBeHTUBHBIE MEphI MPEAYNPEKICHUST KOMIBIOTEPHBIX MPECTYIICHUN
HOCSIT BCEOOIIMI XapakTep W HalpaBlieHbl Ha NMPO(UIAKTHKY KaK KOMIIbIOTEPHOM
MIPECTYITHOCTU B YAaCTHOCTH, TaK U MPECTYNHOCTU B LEJIOM. J[OCTaTOYHO SICHO H
JJAKOHWYHO, HAa Hall B3TJsi1, OHM chopmyiupoBaHbl B ykaze [Ipesunenta PO «O
CrpaTterun HarmoHanbHOM Oe3onacHocTH Poccuiickoit @enepaunn 1o 2020 roga» ot
12 mast 2009 r. Ne 537 [16].

Hampumep, kK OOIIECTIONUTHYSCKAM MepaM TPEeIyNnpekIeHUs NPEeCTYIUICHUN B
chepe KommbiOTEepHON uHGpoOpManuu B Poccun MOXHO OTHECTU: pa3BUTHE
JEMOKpaTUM U TPaKJAHCKOro  oOmiecTBa, oOecredyeHue  He3bI0JEMOCTH
KOHCTUTYLIMOHHOTO  CTpPOsl, TEPPUTOPUAIBHONM LEJIOCTHOCTH M CYBEPEHHUTETA
Poccuiickonn ®enepanuu; npespamieHue Poccuiickon ®Penepanuu B MHUPOBYIO
JepKaBy, JEITEIBHOCTh KOTOPOW HAIIpaBJICHA HAa MOIJIEpKAaHUE CTPATErM4YeCKON
CTAaOMJIBHOCTH W  B3aMMOBBITOJHBIX MApPTHEPCKUX OTHOIIEHUH B  YCJIOBHUSX
MHOT'OMOJIIPHOT'O MHUPA.

OO1IEePKOHOMUYECKUE  MPEBEHTHUBHBIE  MEPhl  BKJIIOYAIOT:  IOBBILICHUE
KOHKYPEHTOCTIOCOOHOCTH ~ HAIMOHAJIIBHOM YKOHOMHKH; JKOHOMHUYECKHH pPOCT,
KOTOPBIM ~ JOCTHTaeTcsi TMpEeXIEe BCEro MyTeM  Pa3BUTUA  HAMOHAJIbHOMN
WHHOBAIIMOHHON CUCTEMbl U YBEJIIMYCHHS WHBECTULMNA B YEJIOBEUYECKUM KarMTal;
MOBBILICHUE MTPOU3BOUTEIBLHOCTH TPYAA U JP.

OO01ue colualbHbIE MEPBI MPEANOJAraloT: CHUKEHUE YPOBHS COLMAIBHOIO U
MMYIIIECTBEHHOTO HEPABEHCTBA HACEJEHUS, CTAOMJIM3AlMI0 €ro YHUCJIEHHOCTU B
CPEIHECPOYHOM IIEPCIIEKTUBE, a B JIOATOCPOYHOM MEPCHEKTHBE — KOPEHHOE
yIIy4IIeHHe JeMorpaduuecKkoil cUTyaluu; oOeclieyeHrue JIMYHON Oe30MacHOCTH, a
TaK)Xe JOCTYIMHOCTH KOMQOPTHOTO >KUJIbS, BHICOKOKAYECTBEHHBIX M 0€30MaCHBIX
TOBAapOB U YCIYT, TOCTOWHOU OIUIaThl aKTUBHOU TPYIOBOU JEATEIBHOCTH U T.[I.

K Hay4YHO-TEXHUYECKUM 001IenTPEeBEHTUBHBIM Mepam OTHOCSATCS:
dhopMUpOBaHUE CUCTEMBI 1IEJEBbIX (YHAAMEHTAIBHBIX U MPUKIIAIHBIX UCCIICTOBAHUMA
U €€ TOCYIapCTBEHHOM MONIEPKKH B MHTEpPECaX OpraHW3alMOHHO-HAyYHOTO
obOecrieueHUsl TOCTUKEHUS CTPATETUUECKUX HAIMOHAJIBHBIX MPUOPUTETOB; CO3/IAHUE
cetd  (demepaNbHBIX  YHUBEPCUTETOB,  HAIMOHAIBHBIX  HCCIIENOBATEIHCKUX
YHUBEPCUTETOB, OOECIICUNBAIOIINX B PaMKaxX KOOTEPAIIMOHHBIX CBS3€HM MOJATOTOBKY
CHEIUAINCTOB It paboTel B cdepe HAyKH W 00Opa3oBaHus, pa3pabOTKU
KOHKYPEHTOCTIOCOOHBIX ~TEXHOJIOTMM ©  00pa3IoB HAYKOEMKOW MPOIYKIIHH,
OpraHM3alyy HAYKOEMKOTr0 MPOU3BOACTBA U IP.

JlyXOBHO-KYJIbTYpHbIE MeEphl OOIIeH TPEBEHIIMU BKJIIOYAIOT: MPU3HAHUE
MEPBOCTEIICHHON POJIM KYJbTYPBl 11 BO3POXKICHUS U COXPAHEHUS KYJIbTYpHO-
HPABCTBEHHBIX LIEHHOCTEH, YKPEIICHUSI TyXOBHOTIO €IMHCTBA MHOTOHAIIMOHAJIBHOTO
Hapoaa Poccuiickorn deaepannu U MeXAYHAPOAHOTO MMHUKAa Poccun B KaudecTBe

CTpaHbl ¢ Oorarenieil TpaAuMOHHON U TMHAMUYHO Pa3BUBAIOLICIICS COBPEMEHHOMN
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KyJbTYpPO#, CO3IaHHE CHCTEMBbl JYXOBHOI'O MW NATPHUOTUYECKOIO BOCIUTAHUSA
rpaxaaH Poccuu [16].

Opnako  mpeAcTaBiIsieTCsl  HEOOXOJUMBIM  OCTAHOBUTHCS  MMEHHO  Ha
CHEIUAIbHBIX Mepax MPeaylnpekICHUs KOMIIbIOTEPHOM MPECTYMHOCTU (MPABOBBIX,
TyXOBHO-KYJIbTYPHBIX, = OpPraHU3alMOHHO-YIIPABJICHYECKUX,  TEXHUYECKUX U
KPUMUHAJMCTUYECKHUX ).

K croenuanbHbIM MpaBOBBIM MepaM MPEIYHNPEXICHHUS KOMITBIOTEPHBIX
MPECTYIJIEHUH MOKHO OTHECTH CJIETYIOLIHE:

1. CoBepilleHCTBOBaHHE  JCHCTBYIONIETO  YrOJOBHOTO  3aKOHOJIATEIhCTBA.
Hampumep, He0OX0AMMO 3aKOHOJATENbHOE 3aKpeIJICHHE pAlla OPUAHYECKUX
MOHATUM, coAepXKaluxcss B Aucno3urusax cr. 272-274 YK P®, a umeHHo:
«KOMIIBIOTEpHAs IporpamMmma, «HECAHKIMOHUPOBAHHOE YHUUTOXEHUE,
OJIoOKUpOBaHUE, MoOJIU(DUKALKA, KOIMUPOBAHUE KOMIIBIOTEPHON HHGOPMALINY,
«HEWTpanu3aluus CpeJACTB 3allUThl KOMIIBIOTEPHOW HMHPOpMaLUN», «CPEICTBA
XpaHeHus,, 00padOTKH WM NEpelavyd OXPaHSIeMOW KOMIBIOTEPHON HH(pOpMALUN,
IIOCKOJIBKY ~ YKa3aHHBIC FOPUAMYECKHME TEPMHUHBI 3aKOHOAATEIBHO HWUIAE HE
ompenenieHbl, a pa3zbicHeHus Ilnenyma BepxoBHoro Cyza P® Ha paHHBIN cuer
OTCYTCTBYIOT.

Cnenyer ponomHuth 1. 28 YK P® HOBBIMH cocCTaBaMH MPECTYILICHHM,
Hanpumep cT. 272.1 «He3akoHHOE 3aBIaJeHHE HOCUTEIEM KOMIIBIOTEPHOU
MH(OpPMAIUU C LEJbI0 OCYIIECTBICHUS HEIPABOMEPHOr0 JIOCTYINA K KOMIBIOTEPHOU
uHpopmanuuy. JlaHHas aBTOpCKas MO3uLKMS OOYCJIOBJIEHA TEM, YTO MNPECTYIMHUK
TalHO, OTKPBITO WJU OOMaHHBIM IyTeM 3aBIaJeB, Hampumep, (GIdII-KapTod WU
DVD-nuckom ¢ KOMIBIOTEpHOW  HWHGpOpMANMeW Jid  MOCIEAYIOIET0 €€
HCIIOJIb30BaHUs, H30€raeT yrojJlOBHONW OTBETCTBEHHOCTH 110 cT. 158, 159, 161 YK P®
B CBSA3M C MAaJO3HAUYMTEJIbHOCTBIO COBEPIICHHOIO JESHUS, TaK KaK CTOMMOCTH
BBIIIEYKa3aHHbIX HOcUTene uHpopmanuu He mnpeBblmiaer 1 Ttoic. p. Ilpu sToM
BUHOBHOE JIMIIO TMOJy4YaeT JOCTYNl K KOMIIBIOTEpHOM uUH(MOpManuu, KoTopas
NPEACTaBIAET JUIsl €€ Blajeiblia OONbIIYI0 LEHHOCTh, YeM CaM MaTepUalbHBIN
HOCcUTENh UWHGOpMAnuU, TEM caMblM [OTEpIEBIIEMY NpUUYUHIETCS Oosee
CYIIECTBEHHBIN BPE.

Kpome Toro, mpencraBisiercs 1e1ecOOOpa3HbIM  BBEJIECHHUE  YTrOJOBHOM
OTBETCTBEHHOCTH 3a CO3/IaHuE, UCTOIb30BaHUE U PACIPOCTpaHEeHUE «OOTHETOBY, T.€.
CEeTH KOMIIBIOTEPOB WM KOMIIBIOTEPHBIX YCTPOWCTB, 3apa’K€HHBIX BpPEIOHOCHOM
IPOrpamMMOii, MO3BOJISIONIEH YAAJIEHHO YNPaBJISATh UHPUIMPOBAHHBIMH MAalllUHAMHU
0e3 BemoMa UX Biajenbla (MOJB30BATENsA), MCIONb30BATH PECYPCHl 3apa)KEHHBIX
KOMITBIOTEPHBIX CPEACTB B MPECTYNHBIX LEIAX (PAacChUIKM CllaMa, AHOHHMHOTO
nocryna B HWaTtepuer, coBepmenus Ddos-atak, ¢ummHra, KuOepiiaHTaxa,

KOMITBIOTCPHOI'O MOIICHHUYCCTBA, cObITa HApKOTHUYCCKUX CpCACTB,
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pacmpocTpaHeHHs] JETCKOM MOopHOTrpaduMu M WHBIX MPECTYNHBIX ACSHHM, a TaKxke
COKPBITHSI CIIEI0B IPECTYIHOMN AESITETBHOCTH).

Kpome Toro, mist 6onee 3¢p(peKTUBHOTO NMPOTHUBOJACHCTBUS MPECTYIUIEHUSIM B
chpepe KOMIBIOTEpPHOM MH(OpMALMKM psAJ aBTOPOB MpPEIararoT JOIMOJIHUTH
aucro3umuu 4. 3 cr. 272, 4. 2 cr. 273, 4. 1 cr. 274 YK P® HOBBRIMH
KBAJTM(DUIUPYIOUTUMH MPU3HAKAMH:

1. «Te e nestHUs, COBEPILEHHBIE C LEIbIO CKPBITh APYro€ MPECTYIUICHHE WA
OOJIETYUTH €T0 COBEPILICHUE.

2. «Te xe pnesHus, COBEPUICHHBIE C LEIBIO YCTPALICHUS HACEIICHUS WIH
BO3/ICICTBYUS HA NPUHSITHE PELICHUs OpraHaMu TOCYAApCTBEHHOW BJIACTU U (WJIM)
MECTHOTO  CaMOYIIPaBJICHUS, a TakK€ BOCIHPENATCTBOBAHMA  HOPMaJbHOU
NEeSATEIbHOCTH CPEJCTB MACCOBOM MH(OpPMAIIMU, OPTaHOB FOCYJaPCTBEHHOU BIACTH U
MECTHOTO CaMOYIIPABJIEHUs, TOCYJApCTBEHHBIX M MYHHUIUMNAIBHBIX YUPEXKICHU,
npeanpustait» [11, c. 115-116].

[Ipy 3TOM pEeKOMEHIyeTCsl YCTAaHOBUTh CAHKLHUIO 3a YKa3aHHbIC ACSHUS [0
JIECSITH JIET JIMIIEHUS CBOOO/IBI.

JanHast mo3uiys 00ycioBIeHa TEM, YTO MIPECTYIUIEHUS B cpepe KOMIBIOTEPHON
uHpOpMallMM 4YacTO BBICTYMAIOT WJIM MOTYT CTaTb CIOCOOOM COBEpIICHHUS
MHOXECTBA APYIMX TSDKKUX M 0CO00 TSDKKHMX MPECTYNHBIX JAesHuil (yOuiicTsa,
NPUYUHEHHUS] TSHKKOTO Bpela 3/I0pOBbIO, YMBIIUIEHHOTO YHUYTOXKEHHS WU
MOBPEXJICHNUS UMYUIECTBA, BEHIMOTaTeIbCTBA, IMIMUOHAXKA, TOCYAAPCTBEHHONW W3MEHBI
U T.J.).

IIpu sTOM moOjaraeM BO3MOXKHBIM BHeCTHM M3MeHeHus B cT. 151 VIIK P® B
IJJaHE OTHECEHUs MPECTYIUICHUM, MPEeTyCMOTPEHHBIX 4. 2-4 cT. 272, 4. 2, 3 ct1. 273,
y. 1, 2 ct. 274 YK P® k noacneactBeHHocTH opraHoB ®CBHb P®, nockonbky
BbIILICYKA3aHHbIE MPECTyIHbIE JIeHUs, OE€3yCIIOBHO, NPEACTABISIIOT  yrpo3y
HaIMOHAJILHOU Oe3omacHocTH Poccutickoit denepanuu [4, c. 46-47].

2. CoBeplieHCTBOBaHUE CyAe€OHONM TMPAKTUKU IO YrOJOBHBIM JI€JaM O
KOMIIBIOTEpHBIX mpecTymuieHusix B Poccuiickon @epepaumnu. o cux nop
OTCYTCTBYIOT pa3bsicHeHuss Ilnenyma BepxoBHoro Cyga P® o mnpakTuke
pPaccMOTPEHHUs CyJlaMU YTOJIOBHBIX €N MO MPECTYIUICHUAM B chepe KOMIbIOTEPHOM
uH(pOpMaIlMU, YTO HETaTUBHO CKAa3bIBAETCS Ha CIIEICTBEHHO-CYJIEOHOW MpPaKTHKE U
eIMHOOOpa3uu TMPUMEHEHHUS] YTrOJOBHO-TIPABOBBIX HOPM MPaBOOXPAHUTEIbHBIMU
opraHamu.

Kpome Toro, B mopamisitonieM OOJBIIMHCTBE CIY4YaeB CYJbl MPU BBIHECEHUU
OOBHHHTEIIbHBIX MPUTOBOPOB HA3HAYAIOT KOMIIBIOTEPHBIM MPECTYMTHUKAM HAKa3aHMUS,
HE CBSI3aHHBIE C JIMIIEHHUEM cBOOOJbI (mTpad, YCIOBHOE HaKa3aHWE, OTpaHUYCHHE
cBOOOABI U JIp.), OOOCHOBBIBAasl CBOE PEIIEHUE TEM, YTO JaHHBIE MPECTYIUICHUS
OTHOCSITCS K JIETHUSIM HEOOBILION U CpeiHel TSHKECTH.



Hanpumep, 29 centsa6pss 2014 r. Oxrabpbckuil pailoHHbI cynq T. Yb
Pecny6iuku bamkoproctan paccmotpen yrojoBHoe jeno no ooBunenuto U. u C. B
COBEPIIECHUN MPECTYIUICHHS, MNpeaycMoTpeHHoro 4. 3 cr. 272 YK PO, T.e. B
OCYUIECTBJICHUN HEMPAaBOMEPHOIO JOCTyNa K OXpaHsIEeMOW 3aKOHOM KOMITbIOTEPHOU
uHbOpMaIlMK, TOBJIEKIIET0 KOMMPOBAHUE 3TOM HMH(OpPMAIMM, COBEPUICHHOTO U3
KOPBICTHOM 3aMHTEPECOBAHHOCTH IPYIIION JIHI] IO MTPEABAPUTEILHOMY CTOBOPY.

B xone cyaebHoro paccmoTpeHust aena ObuUio yctaHomieHo, uro U. u C.
pUOOpeENH y HE YCTAaHOBJIEHHOIO CJIEACTBUEM JIMIIA JBa KOMILIEKTA AJIEKTPOHHBIX
YCTPOMCTB, UMUTUPYIOIIUX (PYHKIIMOHAIBHBIE JIETATH TEPMUHAIOB JUCTAHIIMOHHOTO
O0aHKOBCKOTO oOciyxuBaHus (OankomaroB). Ilpu 3TOM OAHO M3 3JIEKTPOHHBIX
YCTPOMCTB  BBIOJHEHO B BHJE TNaHENW KapTONpHEMHHKa OaHKoOMaTa H
IPEIHA3HAYEHO [UJIl CKPBITOrO TMOJYy4YeHUs HHPOpMAIMK, COJEpKalleicsa Ha
MarHdTHOW T0J0ce OaHKOBCKMX KapT, a JpYyroe 5JEKTPOHHOE YCTPOMCTBO
BBINIOJIHEHO B BHUJE JIMIEBOM MaHeNW OaHKOMaTa W NpPEIHAa3HAYEHO MJIA CKPBITOU
Bujeopukcan BBojia PIN-KOIOB 3aKOHHBIMHU Jep)KaTe MU OaHKOBCKHX KapT
(ckummepsl). Ilocne yero mnpecTymHUKM YCTaHOBWJIM CKUMMEphl Ha OaHKOMAT,
HaxOJWBIIUKCS B ogHOM M3 Oamkupckux otaeineHuidi OAO «Coepbank Poccumy.
Uepes ycranoBineHHele M. m C. ckuMMepbl B BHIE NAHENM KapTOIPUEMHHUKA
OaHkomaTa ObUIM MPOBEJEHBI OAHKOBCKHE KapThl, IMUTHpoBaHHbIE OAO «COepbank
Poccumn», B pe3ynbrare 4ero cojeprkamascs Ha MarHuTHOM 1oJioce 0AHKOBCKUX KapT
KOMITbIOTEpHAsT HMH(OpMalKs, BONPEKHM BOJIE UX 3aKOHHBIX BiaaenbleB u OAO
«Coepbank Poccun», Oblia HErJacCHO CKOMMPOBAHA B MAMATh CKUMMEPOB.

B nepuoa ¢ 00:28 no 00:45 N. u C. nponsBesin AEMOHTaX YCTAHOBJICHHBIX UMH
Ha OaHKOMaT CKHMMEpPOB, HaMepeBasCh paclIM(ppoBaTh MOJYYEHHYIO HE3aKOHHBIM
cr1ocoboM MHGOPMAIUIO U UCIIOJIb30BATh €€ C LEJIbI0 XUIICHUS I€HEKHBIX CPEJCTB B
CBOIO IT0JIB3Y.

B Ttor xe pens mnpecrynHas gesarensbHocTh M. m C. Obuia mpecedeHa
corpynHukamMu Y®CBh Poccun no PecnyOnuke bamkoproctaH, a CKUMMEpPBI €
HE3aKOHHO CKONMMPOBAHHOM KOMIIBIOTEPHOM HH(pOpMAIMEN y HUX HU3BATHI B XOHE
OIEPaTUBHO-PO3BICKHBIX MEPONIPUSATHH.

Cyn mpusHan WM. m C. BUHOBHBIMM B COBEpPLICHUU MPECTYIUICHHUS,
npeaycMoTpeHHoro 4. 3 ct. 272 YK PO, u Ha3zHaumi KaXJAOMy HakKa3aHHE B BUJC
mTpada B 10X0J TocynapcTsa B pazmepe 25 Toic. p. [21].

Kpome Toro, cynbl HepeIKO Ha3HAYalOT KOMIBIOTEPHBIM MPECTYMHUKAM, paHee
CYJIMMbIM 3a COBEpILIEHUE YTOJOBHBIX MPECTYIUICHUW, HAaKa3aHHE, HE CBS3aHHOE C
JIMIIIEHUEM CBOOO/IEI.

Hampumep, 17 ¢epans 2014 r. Kponmranrckuit paiionusiii cyq r. CaHKT-
[TerepOypra paccmoTpen yrojgoBHoe naeno U., panee cynumoro no 4. 1 ct. 322.1 YK

P®, oOBHHSIEMOr0 B COBEPLIEHUHU MPECTYIUIEHUS, NPEIyCMOTpEHHOro 4. 1 cr. 273
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YK P®, a uMEHHO B pacnpOCTPaHEHHHM BPEIOHOCHBIX KOMIBIOTEPHBIX MPOrpamMm
aM00 WHOW KOMIIBIOTEpPHOM HMH(pOpMallUM, 3aBEIOMO MpeAHa3HAYECHHOW IS
HEUTpaJIU3aluu CPEJICTB 3aIIUThl KOMITBIOTEPHON MH(GOpMAITIH.

[Tpurosopom cyna WM. 6pUT0 HA3HAUYEHO HaKa3aHHWE B BUJE JBYX JIET JIMIICHUS
cBOOO/IBI YCIOBHO C HCHBITATENIbHBIM CPOKOM B JIBa ToAa co mTpadoM B JOXO[
rocynapctsa [17].

12 anpens 2011 r. Jlenmnckunt parioHHbin cyn r. Huxaero Taruna npurosopuin
W. k oqHOMY TOly JUIIEHUS CBOOOABI YCIOBHO C UCHBITATEILHBIM CPOKOM JIBa rojia
M B3BICKAHHIO C OCYXJEHHOIO KOMIIEHCAllUM 3a HapyLUIEHHWE aBTOPCKUX IpaB B
nosib3y kopropanuu «Marikpocodt» B pasmepe 38 906 p. 82 k., kommanuu Adobe
System - 62 447 p. 62 K. 3a COBEpIICHHUE MPECTYIUIEHUNA, TPEAYCMOTPEHHBIX 4. 2 CT.
146, 4. 1 ct. 272, 4. 1 c1. 273 YK PO®. IIpu sTom U. Ob1 panee ocyxkaeH: 9 anpens
2002 r.- mo 4. 3 cr. 147, .. «a», «o» 4. 3 ct. 159, 4. 3 c1. 69 YK P® x st rogam
TpeM Mecsuam JuieHus cBoooasl; 13 utonst 2002 r. - mo 4. 1 cr. 228, 4. 5 cT. 69 YK
P® k mnaru rogam IIecTH Mecslam JIMIIEHHS CBOOOJbI, IOCTAHOBJIEHUEM
Jlenunckoro paitonHoro cyna r. Hwknero Tarmma ot 18 mapta 2005 1. ocBoOOXK1eH
yCI0BHO-10cpoyHO 29 mapta 2005 r. Ha 2 roaa 18 nueit [18].

[Io MHEHHIO aBTOpPOB, HENOCTATOYHAs >KECTKOCTh HAaKa3aHWs, Ha3HAYaeMOro
JUIaM, paHee CyJIUMbIM U MPOAODKAIONIMM  COBEPIIATh  KOMIBIOTEPHBIE
npecTyIuieHus, 0e3ycIoBHO, OyJeT coCOOCTBOBATh PEIUANBY CO CTOPOHBI JaHHOM
KaTerOpUU MPECTYITHUKOB.

Kpome Toro, coBepuieHCTBOBaHUE CyA€OHOM MPAKTUKH TPeOYyeT pazbiCHEHMI
[Inenyma BepxoBnoro Cyma P® mno Bompocam KBauuKaud JIESTHUMH,
npeaycMOTpeHHbIXx cT. 272-274 YK P®. Hanpumep, Oyaer nu SBIATHCA
YHUYTOXXEHUEM KOMIIBIOTEPHOW WHGOpMAIUKM JesHUuE, MPU KOTOPOM HH(pOpMAIIUS
OblJla M3HAYAJBbHO YHHMUYTOXXEHA, HO CITYCTS OIpPENENIEHHOE BpeMs YaCTUYHO WIIU
MOJIHOCTBIO BOCCTaHOBJIEHA cnenuanuctamu? Kak xBanmuduuupoBaTh YHUUYTOKEHHE
KOMITBIOTEPHOU MH(POPMALIMU CHIIBHBIM 3JIEKTPOMArHUTHBIM UJIM BHICOKOYACTOTHBIM
U3JTy4eHHEM, HE MOBJEKIIUM YHUYTOKEHHUE caMoro Hocutens uHdopmanuu? byayt
JU SIBIISITHCS KOMHPOBAHUEM KOMIIBIOTEPHON WMHGOpPMAIMK IECUCTBUS TPECTYIMHUKA
Ipy TOJYYECHUHW KOMUU JIOKYMEHTa IyTeM pacleyaThiBaHUs WHGOpMAIMK Ha
npuHTepe, ¢ororpadupoBaHus WM BHUICOCHEMKA HM300paKEHHsI C MOHHUTOpPA
KOMITbIOTEpa?

Hakonen, kak KBalu(QUIMPOBATh HECAHKIIMOHMPOBAHHOE O3HAKOMIICHHUE C
KOMITBIOTEpHOM ~ WH(pOpMaIell, Korja MNpecTyNHUK, BHU3YyallbHO 3allOMHUB
KOH(UIEHIIMANbHBIE CBEACHUS (Hampumep, TMEpPCOHANIbHbIE JaHHbIC JIUIIA,
UHPOPMAIIMI0O O COJAEP’)KAaHUM KOMMEPUYECKOM CHEJIKM U CTOpPOHAax JIOroBopa,
cBeZieHUs 00 YCHIHOBJICHHUH (YJOUEpEeHHH), BpaueOHYyIO TallHy U T.1.), BIOCJIEACTBUU

MEPEHOCHUT WX HA JIPYrol MaTepuaIbHBI HOCUTEIh HH(POPMAIIUH, CO3aB €€ KOTHUIO
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(mamcaB Ha aUCTe Oymaru, BBeIs WH()OPMAIUIO B TAMSATh CBOETO KOMITBIOTEPA WIIH
MHOTO  KOMIIBIOTEPHOTO  yCTpoicTBa-  aildoHa, cmapTdoHa, IJIAHIIETHOIO
KOMITbIOTEPA, KOMMYHHUKATOpA U T.I1.).

3. AKTUBM3alMsi M  COBEPIICHCTBOBAHUE  MEXAYHAPOIHO-IIPABOBOTO
COTPYIHHYECTBA B cdepe MNpeAynpexaCHUS KOMIBIOTEPHBIX TMPECTYIUICHUN W
OOpbObI C HUMHU. YUUTHIBAas TPAaHCHAIMOHAJIBHBIA W TPAHCTPAHUYHBIN XapakTep
paccMaTpWBaeMbIX TMPECTYIUICHWH, OOJIBIIOE 3HAYCHHWE MPUOOpPETaeT BOIPOC
B3aMMOJICHCTBUSl MPABOOXPAHUTEIBHBIX OpraHoB Poccum u 3apyOeXHBIX CTpaH B
cdepe NpOTUBOACUCTBUSL KOMITBIOTEPHON MPECTYITHOCTH.

Tak, 11 Hos6ps 2013 r. TymMHCKMM palloOHHBIM CyaoM TI. MOCKBBI 3a
COBEpILIEHUE MPECTYIUICHUH, peTyCMOTpeHHbIX 4. 3 cT. 30, . «6» 4. 4 cT. 158, 4. 3
ct. 272 YK P®, rpaxnane Pecnyonuku MonjgoBa b. u A. ObUIM OCYXIEHBI K
HaKa3aHWIO B BUJE JBYX JIET IIECTH MECAIIEB JUIICHUs cBOOO LI Oe3 mTpada u 6e3
OTpaHUYCHUs] CBOOOABI C OTOBIBAHMEM HaKa3aHUS B HCIPABUTEIBHON KOJOHUU
obOmero pexuma kaxaeii. IlpecTtymnas rpynma, cocTosBIIass U3 TpaxkIaH
Pecniy6oniuku MounioBa, JUIMTENIbHOE BpeMs 3aHMMajiach CKUMMUHTOM B MOCKBe,
OCYIICCTBJISISL XUIICHUE JCHEKHBIX CPEACTB C OAHKOBCKUX KapT (PU3UYECKUX JIHI] C
MOMOIIBIO CIIEIIMAIBHOTO 000PY/I0BaHHUs, YCTaHABJIMBAEMOTO Ha KapTONPHUEMHUK
OaHKOMaTa.

HeckobKkO y4aCTHUKOB MPECTYMHOM TPYIIIBI CKPBUIUCH OT CIAEACTBUS U Cy/1a 3a
npenenamu Poccuiickoit @enepannu [20].

B 2014 r. IIckoBckumM ropoackum cynoM IIckoBckoi o6iactu 3a COBEpIIEHHUE
MPECTYIUICHUM, MPEeAYCMOTPEHHBIX 4. 3 ¢T. 183, u. 3 c1. 272, 4. 2 c1. 273 YK PO,
Ob1 ocyxnaeH b., rpaxnmanmH Pecrnyonmuku Mommosa. IlpuroBopom cyma emy
HA3HAUYCHO Haka3zaHue B BUje 11 mecsies nuiieHust CBOOO bl B KOJIOHUU-TTOCETICHUH
co mrpadom B pazmepe 100 Thic. p. O€3 IHIICHUS MpaBa 3aHUMATh OINPEACICHHBIC
JIOJDKHOCTH WJIM 3aHUMAThCsl OMPENIENICHHONW NesITeNbHOCThI0. OMHAKO OCTalIbHbIC
TPU 4jieHa MPECTYNHOM rpymnmsl, rpaxnaane PecnyOnuku MoinjgoBa, 3aHMMaBIIAECS
CKUMMUHTOM B IICKOBE, CKpBLIUCH OT CJIEACTBUSI U CyHa, MPEATNOJIOKUTEILHO Ha
TeppuTopur MosioBbl win Pymeiauu [19].

Mexny tem Poccusi no cux mop He parudunmpoBaia Kousenmmio CoBeTa
EBpormbl 0 knbepnpecTynmHOCTH, Y9aCTHUKaMU KOTOPOU sBISIIOTCS 47 rocyaapcets [9].
OdunmansHas npuunHa- otrcyrctBue B YK PO mpaBoBoit  HOPMBI,
npeaycMaTpPUBAIONIEH  YrOJIOBHYIHO OTBETCTBEHHOCTh HOPUAMYECKUX JIMI[ 34
NpeCTyIIeHUs B chepe KOMIbIOTEPHON HH(OpMAIUH.

JlanHOe 00CTOSATENHCTBO, HECOMHEHHO, MpensaTCTBYeT A PekTuBHON OOpHOE C
MEKIYHAPOJHBIMH MPECTYNMHBIMU TPYNIAMH, COBEPIIAIOIUMUA KOMIIBIOTEPHBIC
npectymieHuss Ha Tteppurtopun  Poccuiickont ®enepanuu, W HOJHOLEHHOMY

MEXIyHApOJAHOMY COTPYIHUYECTBY B chepe MHPOPMAIIMOHHOM 0€301acHOCTH.
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OpHako cieqyer OTMETuTh, 4To Poccus HegaBHO BbicTynwiaa B OpraHuzanuu
OO0beauHeHHbIX Hanuii ¢ MHUIMATUBOM MPUHATHS crienuaibHor koHBeHImu OOH
«O6 obecrnieueHUU MEXIyHapOJHON MH(OPMALIMOHHON OE30MacCHOCTHY», CUUTAsl, YTO
Hazpesia NoTPeOHOCTh B Pa3pabOTKE U MPUHATUU YHHUBEPCAIBHON MEKIYHapOIHOU
KOHBEHIIMU 0 00ph0e ¢ KHOEepIpeCTyMHOCThIO, COEPKAIEH MPUHILIUIIBI TTOBEICHUS
roCy1apcTB B MHPOBOM HH(POPMAIMOHHOM TMpocTpaHcTBe. K  cokaneHuio,
nonaroroBieHHbI CoBeToM 6e3omacHoctd 1 MU PO npoekt konenumu OOH «O06
o0ecrieueHnr MEXITyHapOHOW WH(OPMAITMOHHONW 0€30macHOCTH» OB OTKJIOHECH B
Coso6e3e OOH [31].

4. CoeplleHCTBOBaHHE HH(POPMAIMOHHOTO 3akoHoAarenbcTBa P®d. ABTOpBHI
[OJIAaral0T  BO3MOXHBIM  NPUHATHE (elepalbHOIO 3aKOHAa O CTPaxOBaHUU
MH(OPMAIMOHHBIX PUCKOB, KOTOPBIA Obl 3aKpeIuisyl CTPaxOBAaHHE KOMITbIOTEPHOU
uH(popManuMu, a TakXKe CpEIACTB €€ XpaHeHusa, oOpadoTKM U Mepenayw,
MH()OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETE U OKOHEYHOTO O00OpYyJOBaHUS OT
HECAaHKIIMOHUPOBAHHOTO  YHUYTOXKEHUSA, OJOKMpOBaHUsA, MOJAu(pUKAMU Ju00
KOIIMPOBAaHMUS.

[Ipu sTOM mepen 3aK/IOUEHUEM CTPAaXOBOTO JOrOBOpa CJlEenyeT o00s3aTh
COOCTBEHHHMKA (BJIaJ€bla) KOMIBIOTEPHOH HMH(OpPMAIMK WIH CPEICTB XPAaHEHMS,
00paboTKH, EpeIavn OXpaHIEMOl KOMIBIOTEPHOU MH(MOpMAIUK, HHPOPMALIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETEd M OKOHEYHOro OOOpYIOBaHUS YCTAHOBUTH
HE00XO0AMMOE MTPOrpaMMHOE 00ECIIEYeHHE 110 AaHTUBUPYCHOM 3aIlUTE KOMITbIOTEPHOU
uHpopmaruu U (ukcauuu (MPeaynpexIeHUN) HECAHKIIMOHMPOBAHHOTO [OCTYTIA.
Ota Mepa MO3BOJMT YMEHBUINTh HAHOCHUMBIH MaTe€pHalIbHBIM yiepO M CHU3UTH
KOJIMYECTBO HECAHKI[MOHMPOBAHHBIX MPOHUKHOBEHUN B KOMIIBIOTEPHBIE CUCTEMBI,
IIPOUCXOSIINX O BUHE noTeprneBmux. JlanHyro mepy u3 150 npoaHkeTHpOBaHHBIX
corpynaukoB OBJ] Upkyrckoii obmnactu momnepxkanu 86,7 % omnpomeHHsIx [5, c.
141-142].

Kpome TOro, mo MHEHHIO aBTOPOB, CIEAYET 3aKOHOJATENbHO 3aKPENUThH
MOJIHOMOYHMSI TTpaBooXpaHuTeNbHbIX opraHoB (IIpokyparypsl PO, CK PO, MB/] PO,
®Chb P® wu g1p.) N0 KOHTPOJMIO TOSBISIOMUXCA B  HMHPOPMAIUOHHO-
TEJIEKOMMYHUKALIMOHHBIX CETAX MaTEpHAIOB NPOTHUBOIIPABHOIO XapakTepa, a B
HEOOXOJUMBIX CIIy4asiX pa3peliuTbh UM MPOBOAUTH COOTBETCTBYIOLIUE HAA30pHBIE,
OIEPaTUBHO-PO3BICKHBIE, CIEACTBEHHBIE MEPOIPUATHSI.

[TomaraeM HEOOXOAMMBIM [JISl TIPEIAYIPEKICHUS COBEPUICHUS KOMITbIOTEPHBIX
npectymieHuid B cetu MutepHer B ®enepanbHoM 3akoHe «0O0 wuHbopmalmu,
MH(OPMAIMOHHBIX TEXHOJOTUAX U O 3amuTe uHpopmaruu» ot 27 utons 2006 r. Ne
149-®3 3akpenuTh HOPUANYECKYIO OOS3aHHOCTH TOJb30BaTeNell MHGOPMAIIMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CETEH, B TOM uucie ceTh VHTEepHET, NMpU pEerucTpaluu
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calToB, BeOCTpaHUIl, MOJTYYEHUH AKKAYHTOB B COIMAJIbHBIX CETSIX YKa3bIBaThb CBOU
nepconanbublie nannbie (O.M.0., roa poxaeHus, 1anHpie nacnopra) [3].

OmnbiT Kutaiickoit Haponnoii PecriyOnuku, rae obunmaibpHas mepcoHaan3aius
WHTEpHET-ToJb30BaTenel Obuta BBegeHa B 2010 r., mokazan, 4yTo JaHHAs Mepa
3HAYUTEJILHO CHU3WJIA KOJMYECTBO KOMIBIOTEPHBIX MPECTYIUICHUH, COBEPIICHHBIX B
cetu VHTEpHET.

B kaudecTBe cHeNUaNbHBIX TYXOBHO-KYJIBTYPHBIX (HJI€OJOTUYECKUX) MEP
MPOTUBOACHCTBUS KOMITBIOTEPHBIM MPECTYIICHUAM MPEIJIaraeTcs:

1.AKTUBU3UPOBATh JICSITEIIBHOCTh CPEJACTB MAaccOBOM HMH(pOpMAlMUU  TIO
MPEAYNPEKICHUI KOMIIBIOTEPHBIX MpecTyIUieHnid. Hampumep, MOXHO BO3JI0XKHUTh
00s13aHHOCTH Ha CIEIHAIN3UPOBAHHBIE CPEJICTBA MACCOBOM MH(MOpMaIuu (reyaTHbIe
W31aHus, Takue Kak «Xakep», «Komnberorepnenn», «Kommeroreppar», «rpomanus»
U JIp.; KaHaJbl TeNepaJuoBeIllaHMsl, Ha KOTOPBIX HIYyT mporpammbl o0 IT-
TEXHOJIOTUSAX, HOBUHKAX MIPOTPAMMHOTO 00€CTICUCHUS U TIP.) TOBOJUTH JI0 YUTATENCH
(3puteneit) wuHGOpPMAIMIO O TMPUBJICUCHUH KOMIBIOTEPHBIX MPECTYMHUKOB K
VTOJIOBHOW  OTBETCTBEHHOCTM C  Pa3bsICHEHHUEM  IIPAaBOBBIX  MOJIOKEHUM
JEUCTBYIOIIETO  3aKOHOAATENbCTBA,  NPEAYyCMAaTPUBAIOMIETO  HAKa3aHWE  3a
npecTyIvieHus: B cepe KoMmbroTepHOW HH(PopManuu. J[aHHBIA 11ar, HECOMHEHHO,
MOJIOKUTENIBHO CKAKETCA Ha MPOPUIAKTUKE KOMITBIOTEPHOU MPECTYMHOCTH.

C y4eToM TOro 4To OOJIBIIMHCTBO KOMITBIOTEPHBIX CHELUATUCTOB HCHOIB3YIOT
WNuTepHeT 115 uTeHus HOBOCTEl (0koyo 64 %) u nonydeHus Aea0BOM HHPpopMauuu
(oko10 76 %), B 3TOM city4ae ObLJI0 Obl IOTHYHBIM BECTH TPO(PHUIAKTHYECKYIO padoTy
nocpeAcTBOM cetu IHTEpHET uepe3 2JIEeKTPOHHbIE MyJibTuMeaua [2, c. 213].

2. OOpartuth BHMMAaHHE Ha MPABOBOE BOCIHUTAHHE MOJIOASKH. [lo MHEHHIO
aBTOpPOB, MPOBOJS NPABOBYIO IIpoNaraHiy W MPaBOBOE MPOCBEIICHUE CpEaH
yUYaIlIUXCS U CTYJACHTOB TEXHUYECKHX OOpa30BaATEIBHBIX YUPEKIACHHM - OYIyIIuX
MPOTPAMMUCTOB, CETEBBIX AIMHUHHUCTPATOPOB U CHEIUATUCTOB B OOJIACTU 3aIUTHI
uH(popmanuu, UHPOPMUPYS UX O JEHUCTBYIOLIEM YrOJOBHOM 3aKOHOAATENIbCTBE U
OTBETCTBEHHOCTH 3a YKa3aHHBIC MPOTHUBOINpPABHBIC NESHUS, MOXHO CHU3UTH PHUCK
MOSIBJIICHUS] KOMIIBIOTEPHBIX MNPECTYMMHUKOB B CPEAEC TEXHUYECKUX CIEIHAIKNCTOB,
MOCKOJIbKY, KaK MOKa3bIBAET MPAKTHKA, JOCTATOYHO OOJBIIOE KOJIMYECTBO XaKEPOB
MOSIBIIIETCS. B MOJIOJICKHOU CpeJie TEXHUUYECKOTO «aHAEeTpayHIay.

B kagecTBe aprymeHta B MOIACPKKY S(PPEKTHBHOCTH 3TOH MEPHI MOXKHO
npuBectu BocioMuHanus E.B. Kacnepckoro, kotopeiii nucan: «OaHaxapl, T1e-TO B
koHue 1990-x romoB, HaM yJajgoch y3HaTh JOMAIIHUWA aJpec OJHOIO
BUpycomnucarenss 13 MOCKBBI, BeCbMa aKTUBHOTO B TO BpeMda. Ha sTot aapec Obuia
OTHpAaBJEHA IMOCBUIKA C KHUTOM O KOMIIBIOTEPHBIX BHUPYCaX M KCEPOKOIHUEH
«KOMIIBIOTEPHBIX» CTAaT€l W3 YTOJOBHOro koaekca P®D. Uepe3 HECKONBKO OHEW B
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CeTu mMOSBUIIOCH €ro MHUCbMO, B KOTOPOM OH COOOIIMJ, YTO MpeKpaliaer
pa3pabarsiBaTh HOBbIE KOMITBIOTEPHBIE BUPYCHI» [7, C. 16].

K cnenuaibHbIM OpraHU3allMOHHO-YIPABICHYECKUM M TEXHUYECKHUM MeEpam
IPEeAyNpEexXICHNUS KOMIBIOTEPHBIX MPECTYIJIEHUN MOKHO OTHECTH CIEAYIOIICE:

1. TloaroroBka cHENMANUCTOB 10 crenuadbHocTIM «HbopManmonnas
0e30MacHOCTbY, «3ammTa uHbOopMaIuu U UH(OPMaIMOHHO-
TEJIEKOMMYHUKAIITMOHHBIX CETEH» B BhICIIUX y4eOHBIX 3aBeAeHussx MB/I, ®Cb, MO,
OTC PO wu gp. ¢ Henblo JadbHEHIIEr0 KOMIUIEKTOBAHUS MPaBOOXPAHUTEIBHBIX
OpraHoB Npo¢hecCUOHATBHBIMA U KOMIIETEHTHBIMU COTPYAHUKAMHU.

[Ipu sTOM ciemyeT TakXKe OCYIIECTBIATh IMOBBIIICHUE KBaTu(UKAIUU U
1po(heccopcKO-IPENo1aBaTeIbCKOr0 COCTaBa BBIIICYKa3aHHBIX BY30B, BKIIOUas
IIPOBEICHUE CTAXKUPOBOK, OOMEHAa OIBITOM, MAacTEp-KJIACCOB, CEMHHApOB B
COOTBETCTBYIOIIUX OOpAa30BATENbHBIX YUYPEKICHUSAX 3a pyOekoMm, a Takxke B
POCCHMCKMX W HWHOCTPAHHBIX KOMITAHUSX, 3aHUMAIOIIUXCS HH(POPMAMOHHON
0e30MacHOCThIO,  3alMTOM  WHpOpMaUHuH,  pa3pabOTKOH  AHTHUBUPYCHOIO
IPOrpaMMHOr0 0OecreyeHus 1 T.11.

2. Co3nanue B TEXHUYECKHUX By3ax, a Takxke B HUM MBI, ®Cb, MO, ®TC PD
HAyYHO-UCCJIEIOBATENIbCKUX Jaboparopuil 1Mo pa3paboTke U MoJupUKALUU
INPOrPAMMHBIX CHCTEM KOMIIBIOTEPHOW 3aIMTBl C MPABOM peanu3aiuu (Ipoaaxu)
CBOEH MPOJYKLIHUH 3aMHTEPECOBAHHBIM (PU3UYECKUM U IOPUIUYECKUM JinliaMm. Paborta
B J1a0OpaTOpUAX AOJHKHA MPOBOAUTHCS KaK B HAYYHBIX, TAK U B KOMMEPYECKUX LIENISIX
Ha JIOTOBOPHON OCHOBE, B TOM 4YHUCJE ISl TOCYJAAPCTBEHHBIX U MYHUUHUMAIbHBIX
HYX/I.

3. Ilpu TexHHUECKHX 0Opa30BaTENbHBIX YUPEXKIECHUSIX, CIELHATUINPYIOLIUXCS
Ha MOJrOTOBKE CHEUAINCTOB MO HH()OPMALIMOHHON 0€3011aCHOCTH, CIIEAYET CO3AaTh
Kypchl OOy4YeHUS U TIOBBIICHUS KBATHU(PUKAIMK [JII COTPYIHHUKOB CIIYKO
O0e3omacHOCTH OaHKOB, MPEAUPHUATHI, YUpexKACHUN MO0 3aWHTEPECOBAHHBIX
KOMIIBIOTEPHBIX MTOJI30BATEIIEH.

4. B TpynoBbIX J0TrOBOpax (KOHTpakTax) JiUil, pabOTarONIUX B KOPHOPATUBHOM
KOMIBIOTEPHON CUCTEME WM MH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHOW CETH JINOO
UMEIOIINUX JOCTYH K HEH, HYKHO NPEIyCMOTPETHb IOJIOXEHUE O IEePCOHAIBHON
OTBETCTBEHHOCTH JAHHBIX JIMII 3a pa3rjalleHue KOH(PUACHLIHAIbHBIX CBEIECHUU O
CUCTEME 3allUThl CIY>KEOHOW KOMIBIOTEPHON CETH WM TIepeaady Ciry»KeOHbIX
napojied M JIOTMHOB TPEThUM JiMLaM (YrOJIOBHOM WM HMHOW IOPUAMYECKOU
OTBETCTBEHHOCTH, B 3aBUCHUMOCTHM OT TSDKECTM HACTYNHMBIIMX MOCJIEACTBUI WU
YIPO3bl X HACTYIUICHHUS).

5. C 1enpio COBEPIIEHCTBOBAHUS CUCTEM 3aIMThl KOMITBIOTEPHOU MHGOPMAITHH
B I'OCYJIApCTBEHHBIX U MYHULMIIAJIBHBIX OPraHU3aLMIX HEOOXOJMMO BO3JOKUTH Ha

PYKOBOAMTENEH WIM HMHBIX YIMOJTHOMOUYEHHBIX JIMI[ HEPCOHAIBHYIO OOS3aHHOCTD
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OCYIIECTBISATh  KOHTPOJIb 32 YCTAHOBKOM H  TOCTOSIHHBIM  OOHOBIIEHHEM
AHTUBUPYCHOT'O MPOTPAMMHOI0 00ECIEYEHUS, a TAK)KE MHBIX CUCTEM KOMITbIOTEPHOM
3aIUTHI.

6. TpeOyeTcss TecHOe B3aUMOJEUCTBUE OPraHOB MPOKYpaTypbl, OPraHoOB
BHYTpeHHHUX nel (oTmenoB «K»), opranoB denepaibHON CITyKObI O€30MAaCHOCTH CO
CpeICTBAaMH MacCcOoBOM uHGMOpManMu TpH TPEAYNPEkKIACHUH U  PACKPBITUU
NPECTYIJICHUI B cdepe KOMITBIOTEPHOU uH(POPMAILINH. AHnanmu3
NPAaBOMPUMEHUTEIBHOW  TPAKTUKKA  TOKa3bIBaeT  3(PPEKTUBHOCTH  TAKOTO
B3aUMOJICUCTBUS, TeM Oojiee UYTO OCHOBHBIE  (OPMBI  COTPYAHHYECTBA
MPaBOOXPAHUTENIbHBIX OPTraHOB W CPEJICTB MAaccOBOM WH(GOpPMAIMU JIaBHO YKe
anpoOUpOBaHbl U AKTUBHO HCIIOJIb3YIOTCH.

7. Cozpanne B Poccuiickoit @enepanuu HAUOMOHAIBHOM ONEPAMOHHOU
CUCTEMbl JUIsI KOMIIBIOTEPHBIX YCTPOMCTB, a Takxke OOIleHAIMOHATBHOMN
KOMIIBIOTEPHOW CHUCTEMBbI (PUKCallMK, aHalv3a W ydeTa MNpecTyIyieHud B cdepe
KOMITBIOTEPHON MH(POPMALIMH U KOMIIBIOTEPHBIX MPECTYMHUKOB (pa3paboOTKy TaKUX
CUCTEM MOKHO MOPYYHUTh pOCCHIlCKUM KommaHusaM: «Jlabopartopus Kacnepckoroy,
Dr. Web, Group-1B).

K KkpuMuHaIUCTHYECKUM MepaM TNPeIyNpekJIeHus NpPeCcTyIUICHU B cdepe
KOMITBIOTEPHOU MH (hOpMAaIi MOKHO OTHECTHU:

1. CoBeplleHCTBOBAHHUE YTOJIOBHO-TIPOLECCYAIbHOIO 3aKOHOAaTeNnbCcTBa. Kak
YK€ YKa3bIBaJIOCh BbIIIEC, HAAO BHECTH U3MeHeHusd B CT. 151 VIIK P® u otHectn
MPECTYIUIEHUS, IPEAYCMOTPEHHBIE 4. 2-4 cT. 272, 4. 2, 3 cT. 273, 4. 1, 2 c1. 274 YK
P® k noacnencreenHoctu opranoB @Ch PD, Tak kak KOMIBIOTEPHBIE IPECTYTICHUS
BCE yallle HOCAT MOJUTHYECKUM XapaKkTep U yrpoKaroT HallMOHAJIbHOM 0e30MacHoCTH
Poccun.

Kpome Toro, cienyetr BHecTH u3mMeHeHus B cT. 176, 177 YIIK P®, onpenenus,
YTO OCMOTpP MECTa MPOUCIIECTBUS, MECTHOCTH, KWIHILA, HHOIO MOMEUICHUS,
IPEIMETOB M JIOKYMEHTOB B LEISIX OOHApy>KE€HHs CIEIOB KOMIIbIOTEPHOTO
NPECTYIJICHUS, BBISICHEHUS JPYrUX OOCTOSATENbCTB, MMEIOUIMX 3HAYECHHE IS
YTOJIOBHOTO Jieja, 00s13aTeNIbHO MPOBOJIUTCS C Y4aCTUEM DKCIIEpPTa.

2. Co3maHue HOBBIX M COBEPUICHCTBOBAHUE CYIIECTBYIOIIMX METOJAUK
BBISIBJICHUSI KOMIIBIOTEPHBIX MPECTYIUIEHUH C TMPUBICUYECHUEM CIEHUAINCTOB B
obnmactu  wHPOpMANMOHHON  Oe3omacHocTH  (HampuMep,  BBIICYKa3aHHBIX
crienuanucToB kommnanuii «Jlabopatopus Kacriepckoro», Dr. Web, Group-1B).

3. O6001eHue u aHanu3 wpuaudeckor npaktuku [Ipoxyparypoit PO, CK PO,
MBJl PO, ®Cb PO, MO P® pgns nanbHeumed BbIPaOOTKH METOAMYECKUX
pEKOMEHAAIMi 1O BOMPOCAM PACKPBITUS M PACCICHOBAHUS KOMIBIOTEPHBIX
npectyrieHui [13].
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4. Co3gaHue BO BCEX IKCIEPTHO-KpUMUHANUCTHUECKUX LHeHTpax MBJI, I'VB/I,
OB/l oTAenoB KOMIBIOTEPHBIX HSKCHEPTH3 W TEXHOJOTMM i MPOU3BOJICTBA
HEOOXOIUMBIX Cy1€0HO-KOMIBIOTEPHBIX KCIEPTHU3, BbIAUM 3aKIIOUEHHUIN U CIIPaBOK
3aMHTEPECOBAHHBIM JIUIIAM.

5. CoBepIlIeHCTBOBAHUE MOJAITOTOBKHU AKCIIEPTOB-KPUMUHAIIUCTOB,
OCYIIECTBIISIONINX CYAeOHO-KOMITHIOTEPHBIC IKCIIEPTU3HI, HA 06a3¢ eAMHOTO YICOHOTO
LEHTpA.

B manmHOe BpeMsi CHCTEMHas TMOATOTOBKA OSKCHEPTOB-KPUMHUHAINCTOB W
MOBBIIICHUE MX KBAIMPUKAUIUA TPU TPOBEACHUH CYyIeOHO-KOMITBIOTEPHBIX
skcnieptu3 B cucteme MBJI Poccun He ocyiiecTBisieTcsl, MO3TOMY BO3HUKAET
HEO0OXOIMMOCTh CO3[aHus eIUHOro yuyeOHoro neHtpa Ha 6aze DKL MBJI P® nu6o
OJIHOTO U3 oOpazoBaTenbHbIX yupexaeHuit MBJl Poccun, nmeromux HEOOX0IUMBIHA
OTBIT OOYYCHHS DKCIIEPTOB-KPUMUHAIUCTOB (Hampumep, Bomirorpanckas axameMus
MB/I Poccun nnmu Omckas akagemus MBJI Poccun).

[lepeuerr Mep MO MPEIYyHPEKICHUIO KOMITBIOTEPHOW MPECTYIMHOCTH MOXKET
ObITh TpoJoKeH. OJIHaKO, BHE BCSKOIO COMHEHHS, TOJbKO HWHTEIPATUBHBIA U
KOMIUJIEKCHBI ~ TMOJXOJbl B TNPUMEHEHUU TMPABOOXPAHUTEIBHBIMU  OpraHaMu
MPOPHIAKTUIECKUX MEP MOTYT MOBBICUTH YPOBEHb HH(POPMAIIMOHHON O€30MaCHOCTH
Poccun wu cpenarb mnpenynpexicHUEe KOMIBIOTEPHBIX MPECTyIUICHUH Oosee
s dextuBHBIM. [Ipr 3TOM He cTOWMT 3a0BIBAaTh, YTO NPEIJIOKCHHBIEC TPECBCHTHBHBIC
MEpbl JaayT OLIYTUMBIM pe3yJbTaT TOJBKO B CIIyda€ COBMECTHBIX JCHCTBUU
rocyJapcTBa C MHCTUTYTaMH TPa)XJaHCKOTO oOOIIecTBa (OopraHaMd MECTHOTO
caMOYIIpaBJieHUsI, 00pa30BaTEIbHBIMU M HAYYHBIMU YUPEKIACHUSIMHU, CPEICTBAMU
MaccoBOi HGOPMAIINH, 0OIIECTBEHHBIMU OOBETUHEHUSIMU | T.11.).
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